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Personalized privacy protection for third-party service platform

JIANG Wen-guang, SUN Yu-qing

School of Computer Science and Technology, Shandong University, Jinan 250101, China

Abstract: A privacy protection model for the third-party service platform was established in which users are

allowed to define privacy policies according to their preferences and the privacy policy can be enforced by the

system via access control modules. A middleware was designed to support the proposed privacy protection model

and to apply it to the Shandong manufacturing information platform. Experiments showed that the proposed

model and enforcement mechanism could effectively protect user privacy and satisfy their personalized privacy

requirements.

Key words: privacy protection; access control; third-party service platform

W6 5 BB M 3 A2, DL %, Amazon N AY
FH E@%Fﬂ%WJYE, A Facebook. A A A X2 1
T2 I 24 X il 45 55 =07 JIR 957 VSR R R O 2R AR
TREMHP. ER =TS 6L, HEEET
KRB EURE, EME R BRSO RS
5 RS0, X S PR RAE R I 5 SR E T 4% 07 Ik
i, T Tk SR FIE RV R B AU 2 0 S R, i
FHPET BN NGB TES SN %
B R W R IEARE P RS TR A fE
. W ANELUH P E BT 003 P R 28, 45
FEALE BN BB B S bR P, R BELAS B 77 55 A
ZEW 4555 58 =T IS5 T B R JR.

BUA HY T [ 55 =77 Ik 557 & W B FAGRAP BOR
FEA W — R AECR AP BRAL EL 8 1 e B M A
PRt b, IR 55 T AT LRI, By 545 77 =,

We#8 H 8: 2012-06-05

B ki 5 S R AR By 5 — R L P =
A S AN ¥ 5 P AT o8 AT DRSPS
BB, BV 5 AR £ 5 P3P (platform for privacy
preferences), EPALE!, XACMLY 4. P3P () T./F
JUHL R A IR 55 7 SR P B BR A R, R LB
FLBCR A A AR Wt b, DASE 7R A P 2 A Tl e H i
LTI B AL R A SRR 55 T 1 B A 5 6 [) A
FUHI P3P HHIE BIARIERH A, PRI 2 o A
BN FAFTE]. AE5 = vl fE 36 B, j Pkl
AL S =T &, 1 P3P H AR AR 1 H
2 R BRRAE i, B R AE T R IR 55 i
L Ae] gk AT B R A e AL, RN RESS & P AR
FRAIE SRt AL B B FA LR AP, R RESR AL R TG, T7
{5 F BEORA SR B LA DUGRIIE A 7 2 [R) e 40 s B A
] 2 41, EPALB! 2 —Fh £ F XML piE U5 =,

E&WE: HEHAREES T H(61173140); 1R K A EAIHESTH (22 LA 2010JC010); 11K E AAREE ST A
(Y2008G28); H [E Rl 58t BLATL & 4t 45 4 [ 58 i pd 536 == i A 6 000 H (ICT-ARCH200904)
e B A IVFIE(1967—), L, INFRETEE A, #Hf%, 11, e-mail: sun_yuqing@sdu.edu.cn, #ff 58 75 7] 8 Pr Al 1 5. RG22 &k

FAER, HAFTBER AL



36 2 XK F P2/ (8RFFR)

% 48 %

BAVFE B A FRICTE TR LB R
W ATHLN. 5 P3P A [H 2 E AU kRS
[ 7% 7 i A8 4 B A CRAP B3 R, TR I 8 S Al
PR X A U A B A R I SR 2k B BRRA BR AP Y B Y,
W HVE R, fdae . sk AUE 5IA R
Gi B G EOVE R, TEERZ W, MV TR
WA= . XACMLM & —Ffv i F 77 (] 42 ) 5 i
HE MR AR I OREZE, AR Nz,
B AN BE AT R0 3 e A 1A B L 5 g 5 M5 S,
Al I 5 R GRS BN S, L ANERT 1k B A
% 7 T A A Ay U v R FE A EUHE 22 (Hippocratic
databases) P12, ‘& St 7E KL 22 )2 I HLSK I 58
RE 1822, To AR TR BUa R AL BE AT A AL 5 [A) 4%
il PRI, S SR P B i 4 1 5 ] 422 ) %
F B RAGR AP 2 O EE B

1 HRBE=FRFFEHRARIPER

FE=TF6 (R IRSS ) 2 TR T 20E 4
AR TS M s PR AL Ty, Wi R
= N SR P Gk M e N 8 3l 3
& MRS SEEF, AP FERTEMELS. B
EHAE. BB EFREE =7 &, D@
2R (7).

1.1 EX@|E

P RIS =0 RSP a Mt H &
IR 55 MR B 21, R 0K, ARG U %
N AR MY T 6 B BRAE, — N H
FRERT DME N B A 2 (IR 45 i 25) U1 IR R 4,
A DUVE R 15 IR0 SR & 5 (7 R 45 P DUIR 55
& S 007 R R G, 7T DU RSP 6 00 5R B
JIR 45 ok B FA SR & R AT B E; AP LAVT (A0 K35 &
By iR RS, R G R4 B R Ok W b1 T 17 () 4%
SR 17 1) FH P A N R S P 2 R AT S

Ot A P R AR RS AR AR BB AR
FE=07 A RS A W RRAME R, R
AR, BUREA T R FR. Bl EmmE . i
TRSTFERZSHER. M H R L&
45,

BIEAR W B 2R B, k. 5. (&5,
E SR, ARG RN A.

BN 1 2952 B AR P 45 I g e A
SRS, A RFRIRA R, LR E A8
AV NN A B TIE7 S e R A P S A P i
FHCT R,

e T KT 5000 JCHT DL A A salary >

5000. 1MV BT BLES A8 Y A 45 AT DAS A O
Ownership =" [H H = j&”.

X2 FHIEZEM PR A SRR R E X
19— 2250 15 AT BLER B9 RR I, B H 2 By 1k F P R 4L
it B AR BT R]. SR W A B N A B4 L
P SR LA 295, SR 19 T2 4K & LN policy:
(Owner, res, a, ct), H:AH Owner € U, FRE Il AE
H, res€ REBIRBITEIE, a € A, FRINE, ct £
IR WL, HR 2R A R R EGAN 5, KA
A 249 TR 5% 2R O B (2 AR D B 22 AT AN [l SR g 32
iK). policy: (Owner, res, a, ct) FRE WA F u
LR P AL 30 /R LR A AT et A REXS B o ThAT
1k a.

flhn: IR H (LOVOL) & M — 5% Fafl 5E g,
CVFAIEM SR T 20 77, BrA BS54 0 A 1%
KA P ERELZHER, B4R LLERR N
policy: (LOVOL, Transaction information, Read,
Registered capital > 200000 & Ownership = [E 1745
).

1.2 A

N T S HE AN A B RACR AP 75 3R, AR SCHR HY
THE =T B AR LRI Y (personalized
privacy protection model for third party, P3M), 3%
Fi P 2 SCEETA SR W A0 JURD 1 0 B A 5 I S e
IR a1 R, © B EU N R

SRS B O P R AL SR s & AL, IR
N FRGE AT B SR W 2 SO X, A7 il 78 B RA SR S 2
. AR O Y P AR RS T L M B, LA AR
I <57 ) BE.

BNk ZREUT R385 5K 3 0 B (015 5
T H B oy, BT A5 21 22 G0 2 89 IR 4516 AL
B

SR PEAL: P T TRl BEORA A BT
SR, FR GEAR TR T 17125 1 B2 AL SR W& R HH 35 () 428 1)
. A P BRI RO e R, AT
SRR A N, R SR 5 T R] 5 1 E Y SR HEAT O
fili, 4735 SR 2 SRWE, R A PR S5 R VT, A
R4,

PR AT AMaEERE =76 R
S5 IR AR BRAAE B, B0 H P IEAME R
TR T B R L E B A28 M4 H i AL
(G

BN SR G P F T A E R BRAL SR
g, HLSR I P UAE 2.3 7 il ik,

oF

B H



%4

(X, 5RO EZFRE TS HBRRREY 87

1.3 R PIRFAREEE X i EE iz

HI P B RA SR WG 52 S S P DU 551 A o
BB N =07 IR5 B, IRE A O AR (W
4 58 SIS RA SIS, b A SR FAE B S5 B
A N5 40 25 50 B 6335 > 3 VP RT3 W), AR IS5 &R
GE A B SR A i B ) P A BEAL SR  E p [) I
MR55 2o 0 P iRt A A, BBk B X5Fh
BE, WX FRFACRIP IS S E TR K. P SR 2 X
AERRAE R 1 o 2T R 2.

PER=TI RS E

BT B)——

d K& B A 5O

e BaRA K sl dE 4 v 1)

1 E=07 RS 6 AL PR AR

Figure 1 Privacy protection model on third-party ser-

vice platform
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