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Abstract: Separation of duty is an extremely important and widely used security policy,which requires a sensitive task to be
performed by a team of at least & users.However,curment literatures do not capture the requirements of detailed qualification
analysis on users involved in the task.Here,Role Based Access Control(RBAC) systems are focused on,and a novel risk-based
Fuzzy Security Policy(FSP) is introduced based on the authorization risk resulted by user-role assignments.The risk—level vector
is adopted to quantify such risk and the method of calculating the risk aggregation for multiple users performing multiple tasks is
also presented.By using fuzzy comprehensive evaluation method,the FSP satisfiability problem under a given system configuration
and an acceptable risk threshold is discussed.The comesponding algorithm is presented as well.This security policy will help to
select suitable users to perform the task for an organization.
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RIET KR HR 2 Ao AT RREARET
PETEFH A YRS, THRET P RO,
ST R PEIVT—E R ARNRBITHEER. FIHE TAE
A P EMREIRE§ 22 RIS TTR R 5, 4 T~
FRRELI R P - RS I R M R A P R TR R
TR AL

2 EAREA 5B
21 HAEEZ

ETFTRTREHEDIEEH (RBAC)RCLEF TR E M
. FTE8ITEETF RBAC B3, B e EAUSE:T A ER5EmE.

X 1(RGEARA(System State)) RGERBRALATAH
B BPACHAGTIREIERNER, FRAN<U.R,P,
UR,RP-HIER, H¥ URRA 4 R BRARE P RRL
ﬁﬁ,UR:{(u,r)lu 3 U,rER};%}ﬁFﬁ@&ﬂ?&ﬁ, (u,r)eUR
FR u A r,PR=((r,p)lp e P,re R} RAGIHRBIEZALRE
#,(r,p) e PRFTR r AEWR po — MNP ABEETUH R
GRSME—TE , #ARHA<U, UR>o

T 2R % E(Risk Levels)) RESEFERILE
BB A, RIS SR ETT LIRRA RL=(l,, b, - L)EITER, H
H,i=1,2, 0k, L BRI SR ELH R l<l,, BISER | BIR
RANFEEH L., AR,

& X 3B BEa) B (Risk Level Vector)) XUEES &2
IHEE BRI, BRREE b ATERNEBER, K
MR, (x)=(p, (x) 0, (2), 00, (£)), Feol = BEEN R,
o (0) RFRITZI R RN R BT NS | eRL R
BECEPsRRBE),

#1 RL={i, 1, 1,1, ,L}={VL,L,M ,H,VH},5 M RBRS%K
PR RERE L S . BRRE., XREDER, (2)=
(0,0.4,0.6,0,0), /=% x IR RE T 5 MRS R
VL.L.M.H # VH BRI 2 0.0.4.0.6.0 #1 0,

X AH P AAFAUXEE (User-Role Risk)) P
EAURB (5N U-R KRB MG r HA—R P u &
HEFEAER R, TR & R BEGTER, B R, (u,r)=
(o, Cuor) gy, Cuayr) oo gty Cu,r)) 300, (o, P RASFST H R
i, (u,")BRFRBTEE |, e RL EE,

WIBLRE A PR, TR ST P o REAE
r R SRR, Bmb R(z,r). REREME R, (u,r)E
MR R SEINNEATER, CRRA TSI,
BRI R R T XU B4R £ BT & AR MK AL
ek L RBRE,

W2 RL=(VL,L,M.H,VH), BP . I AEr, , RRSE
VM R(u, ,r JBIGEHEER IME | 7R, BB KRECE 10,

Ry, (u, ,r,)=(1/10,4/10,4/10,1/10,0/10)=(0.1,0.4,0.4,0.1,0), .

#1 RRSAFHHITR

Np%% vi L M H VH
EE 1 4 4 1 0

TLURE— R R, THEBR A R « LRE E
T R, (0)BISER, 27K f(x)o
M L(BA-BEREEL) BR, (ORTEEAEL

.

max, 5 1 RFR I AR R B SR, W f(x )=, o AT
o, EREF Ry, (u, 1 JBIBEN fu, 1, =M,
22 Us-Rs R RiFHER

S SCH P E-R AN (Users-Role Risk)) B 8-
BB (RFRHD Us-R R RIEMAE r HAE Us(Us CUNP
WHE A (CRIMA P—RRER AN R, EES A
PRERDURE R, (u,r),ucUs EHE, BRNk EXREE
FIREFER, T Ry, (Us r)=ut, (Us 1) pt, (Us,r)ye ot (Us,or) )

& X 6(Us-Rs U (Users—Roles Risk)) Us-Rs KRB 245
SRR PR Us(Us CUYP I A pRIEAEE Rs(Rs CR)TH
REITFER R, EEEA Us-R BB R, (Us,r),ucRs
AE. BB ERRERBOER, KW R, (Us,Rs )=
(u, (Us,Rs) ypt, (Us ,Rs )+, (Us ,Rs ) ) o FERBR SR, #IR K
AUs,Rs),

B PR —E R AR A P8 Us B9 Us-Rs KB (20
#13), BREREEHEHERE 3.1 %,

W3 U=u,,u, ,u,,u,,u},Rs={r, ,r,}, BR Rs GBI FIAT
WE AL WA PBYT, BPAamsXRNE 1L R,
(g >3 )y 5, VR A, u, VIO R TR (B RS ) PR 6] Us-
Rs REXRTREARR], HP, Us={u, ,u, |i Us—-Rs FKE 2B PRI
FORHIH LB R, (uy or, )Ry, (4,1, )Ry, (uy or YRR, (1 ory)
e,

Ap

Rur(ua,ry)
#te ¢, " On,
A FREE R P REI LR (u,r)  UR
A ERME: R u AR 7 B P AEEPUUR Rey(u,1)
M1 APRaREER(UR)

T, 4 Us-Rs RS EIPRGHRI,

e R FERE RL=(l, 1, ,,1,), A P8 Us(Us CU) R
SR PR, R R=(rlj=1,2,,m}l(Rs CR), RABIMILE
BV E Us-Rs BB, B 58 T B SH:(AHP)
NS FTEIRNTF:

(DFEFHET

Us-Rs REXHIVERT A FRI 2 AR R (% 2), F—BEEN

®2 ETRES Us-Rs RRMEHET

Us-R RER(EETF)  U-RARKET)
Relu, ,r1)
Ru(Us,ry)
Ry u:. )
Relu, 1)
Ra(Us,rp)
Ru(i,,rp)
Ru(B:' RS
Re(Us,r.)
Ru(u 1)
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F, 8 m ARE A 8 Ry, (Us,r R, BB RKE T B

FTFRE r BB A BEAURR R, (u, ,r AL, BF u,
TG PRBUT G B LA AP ARG R
AR, IR B <U, UR>FIF 4 Us, W F Vr eRs Ml
VueUs,#(u,r,) e UR, M Ry, (u,r, )7 Ry, (Us,r, KBS
() EE FIEER
RIEREERE, R 1-9 FREE(K 3), EXA LR THM
P, s BT R A=(a),,, ,a,>0,0,=1,0,=la, SRE, TE
FRTHE, M EEERH RN R AW=A W, A
BAISER, WohB—USEn B, hBaEE LHRE F
BEHATREN— B : CR=(A  ~m)/(m~1)RI,m FyHIWT5ERE
BB B0, RI BB —BhEehs, WTREBABERNRERS
3, # CR<0.10, A5 LR B W=(w, ,w,, -, w, WER TR FH
I, TS BCAITERE
#£3 1-9FENAL
_ RE 1 3 5 7 9
MLEE F% MK 9B BR ®

_ R EE EE ER E¥  HE
T mir e SRAEN A AT LEAKR 2

GIHEERT

ST Vr, eRs, HE R, (Us,r,)o # Us P H geNITRF
WA R r, W 7 B9 Ry, (Us,r, )R Ry, (u, 1), 1=1,2,
g RS, It E BT

M5 g=1,M Ry, (Us,r,)=Ry, (u, 1, ); W, q A RIRFENT
B R, (u,.5,),0=1,2, ,q BITEMBER(AR(1))BE)
Ry, (Us,r)  JA—LIEHILREIH R,, (Us 7))o

Ry (Usr)= V. Ryl

o o W 32 IV Vi () |
H (D
,u-,‘(u,ll . )Vp.,'(u: IV ‘--V,u.,‘(u: )

(4)i+% Us-Rs R§&

RAAR2)HBER-FREIER W 5K FEBERE R=
(Ry, (Us,r,) Ry, (Us,ry ), oo Ry (Us,r, ) BETHERIE S, 48
B Ry, (Us,Rs), Kb BT RERA-REBUERY, B o, (Us,
Rs)=V (w, ', (Us, 1, ),j=1,2,+,m,i=1,2, - ko H—LALHR G
BIZ5 B0 R, (Us ,Rs) B4BIEM) 1,3+E A48 AUs,Rs).

R, (Us,r,)
R,, (Us,Rs)=WeR=(w, ,w, ,** :

w, )

R, (Us,r,)

(10, s, (Us o7, IV -V Caay gy, (Us,r ) Y
: (2)

(w, *p, (Us,r, DV -V (o, g, (Us,r,))
B P& =n, FAGERsl=m, \RLI=k ,m,n,k e N, Wik %

BEH O(m +m*n¥ktm *k), 2 nemax(n,m, k), MBEZHE29% O(n) ).
4 RL=\ML,L,M ,H ,MH),UR=((u,,r,),(z,,r,),(u,,

), (u, ,r )}, Ry, (2, ,r,)=(0.1,0.6,0.2,0.1,0),R,, (u, 1, )=
(03,03,04,0,0),R,, (u, ,r, )=(03,0.5,02,0,0),R,, (u, 7, )=
(0.2,0.3,0.4,0.1,0) Us=(u, ,u,,u,},Rs={r, o1}, 3R AUs ,Rs)o

B 1% FeirhF, HFHR R R, (Us,r, IR, (Us,r,),
HERKHETE R, (u,,r), EHEHEKEFEZR,, (u,,r,)H
Ry, (u,,r,)i 52 %, i X FIUEIER W, XEBE W=
(0.67,0.33); % 3 %, itEEHF R, (Us,r, JHIR,, (Us,r,), }
1R, (Us,r, =Ry, (u, ,r, ), BAARDHERE R, (Us,r,)=
R, (uy,r, ) VR (uy,r,)=(0.3,0.5,0.4,0,0), 3—1L/54#8
R, (Us,r,)=(0.25,042,0.33,0,0); % 4 # ,;Z AR (2)it
ﬁﬁ:

. Ry, (Us,r,)

R, (Us,Rs)=W-R=(0.67,0.33) ( R, (Us,r, ))=
01 06 02 01 0 )=
025 042 033 0 0

(0.01,0.40,0.13,0.07,0)

H—4kJG R,, (Us,Rs)=(0.02,0.66,0.21,0.12,0), BR# &

W 1, ]0F max(Ry, (Us,Rs))=p, (Us ,Rs )=0.66, 8 A Us ,Rs )=L.

(0.67,0.33)- (

3 HBBRERE

BRI IR B (B R B 2 2 SR 1) B B R RSy Jé‘?ﬁ%
e SGFHT I H .
3.1 BE R DES R L

¥ipter L0, 1, @, +BFRERAR, o, — itk
8 FoRfE s FR—AEEA, ZIOEER L FRE, T
G, @FRENS MR ERGELER. ~ RS, .

& % 7(%Fi(Qualification) ) FFRIEXTPUTIEFH A,
S PYENR PSR, KA o R, EW0F:

MFEFREX: EFEIREBERETH 4 HEXZ
— e r(FR A PENEE S4Y) KRBT any(RAEEM
B FEER A o S(SC U A BRAWE R - NER
FAP), ¢, %R Bl :manager.any . {Alice, Bob}flq manag—
er, 3 WERER P HE manager A AR B Alice
X, Bob HURHHA manager fEHERA P,

Q)EFERR: RRFSARIEE TR
I, 1I,®, HEATRETFEINERNEER. & ¢, .0, £
FRER, WEM 6, 16, 0, U, b, R, b, . ¢, LR
FisR, Yn , 10, HEATRTRAAN, TR~
B ERB PR 1,

Bl (r, Ur, )@r, @r, BERAPEF 3R, —E 1,
K, s, — A A, —E L, A, @, @, T, ) E
REPERIAHIAMULRA, M A, — A
o, —ARENFANE r, W r 6. FEIEREFS IR
RERETHEAEREHNRREALEREENZEX, I
(r,®r, ) Ir, \ any.{Alice,Bob} Il {Peter}.r, 17 r, %,

& X 8( RS BE (Risk threshold)) KUEBIE R E MW
B2 RN EEN E R, B threshold 7R ,threshold € RL , k4
BB RN SR,

& L 9(FE Bl B 44 ( Satisfaction of Qualification)) 447E
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—MEB<U,UR>, it P 5B Us TE<U, UR>TH BB HE AR
& YA THZ—Biar:
(1) B— Mt r, Us B— 31— B P Wu/F (u,r) e UR;
(2)p Be—NRARIA any, Us Be— A H5—H P ue U;
(e R—AAPES, Us B~ E—FEu)ives;
(4)d B &, R, o, B—ME~FREHER, Us R~
AR b, —F P}

(5)¢ £ &, BR, 6, B— A B—FREER, Us B4
ZHPE BRGNP e Us, iR ¢

(6) & &, U, TR, Us I &, B Us R 6,5

()¢ & b, Mo, TER,, Us /2 b, HIBE ¢,

(8)¢ R b, @b, R, 7 Us, M Us, & Us, UUs,=Us,
Us, NUs,=®,Us, HKE &, H Us, BE b,

IRA 5 Us TR o, WRE PR Us BRFHEA
P,

HRBERPHFEFRER o, TLBEELRRAL,
Hbany. (Alice}.~ r FFIEERLA e R Alice M- 1
HEAEERPEUs HE o, BRE ¢ BAEXMHETRER
BRI ESER AL R, 2.2 %1 Us—Rs R TRHER,
HEBBHPE Us KT & 8 Us-Rs REX R,, (Us,Rs), HE
W, 12K Ry, (Us, ), LR SZIZN AUs, $).

Bl d=(r, Ur, )®r, , &R KL Us L r,®r,, 1 AUs,
OIFORRPE Us £T ¢ B Us—Rs XESHIEE, K Rs=lr, 7)o

Y b, & any. r BAEEH P E S B HER 6, A H PR
ERWHER, XEARE PR P A eEXE R, (Us,d,)
X} Us—Rs KB ZmelLI2ng, EHik, 4XEEER, < RL
Bt EURBREE I B R, (Us, ¢, )B0%5 R DTEEN 1, K 0,10
RL=(ML,L,.M.H,VH}, RERBIE% M, MBL R, (Us,d, )=
(0,0,1,0,0).

2 X 100 RS BRI{E #9352 (Satisfaction of Risk thresh—
old)) B R A 4R Us W R RIS IBI(E XY B B /48 Us
B f(Us,d) Sthreshold

K50, 24 threshold B RL TPEIR K KB S48 Bt , (£
PR AR Us 189 A Us )RR RE BE . BRI R
FERPE Us RSB, WAL U RREBHEHP
£, 2R, EERNENTE,

32 BRRAER

N 11 (R 258 (Fuzzy Security Policy)) —/Mi
WL FMTM fip<P, , b, threshold> , 3 , P, (P, CP)ER4E
FHEHARE; o REFRIAR, threshold RN BIE, EH
EYRAHHEEDRA A P8 Us'F—Nk R IR R 3
B P T8 Us AR RITHES .

EHRLRBARILEEE, TRABNLAREHH
F, 3% RL={ML,L,M,H,VH):

(1)fsp, <P, (manager U audit)@clerk ,L> , ERHATIESEP, '

KPS U S P Us: i— 2 BB RERWH Af—4&
BRAARK, B Us-Rs REYHBEAETL Lo

(2)fsp, <P, (manager@Engineer@Engineer', VH )> , BER
% P, USSR Us: B—E2ERANK

LEF Y M TRITARK,

E S 120 5B BT R 4% (Policy Satisfiability)) %am
EEWH RO, Y AN L MR RS FEDFE—
AMEEAEEIURE P 09 P8 Us' BT 2R TR R A
KA PFE Us,

4 ARG R RN

FHE BT BRI O RAEER E TR R RIEM AR
GRET , AERBEE—NHAFrE U RABHEA £, 1
F 0 RO P - KBS i 2 4 (FURSAT) 1) &1 : Bp ) 8 —
MERFPE Us RERRRHEER £, KRTHIBITE
FURSAT {a)f , At ie) B8 i 3 H
41 HHREAPRAR

— BRI R BTG T BB - R PR ) ) A
NP 52280, R o P ), 44 B R BB RAAA
.

2 1B3(EFRFEARMIER(Canonical Form)) —4&7E

ROCPR ¢ B ¢ ¢ RA—FFEXRMIBR, “EHR(2CF)
REE—AEEN ICF HHQERNER, ZEAACH A
AE—PEEA 2CF FHA T, TEZHEX.

Bl d=(r, Ir, )J®r,®(r, Ur, JE—A4 2CF,d=((r, I1,)®
) ((r r, )®r, )B4 3CF,

JH | BERBHEFRER ¢ HRBBIE threshold,
FiMH 8 Us B RN H R A P AERENSTE S T 6] iy
o

W # ¢ & 3CF, WA N 1 EE T FR5R 2CF, 8
A 2CF FEAF] LLAHEN FHQEE IR BN B—FREHF
FUER, B R FERIANE R A TS TR
BIAZE(BIEEX 9), riis—H P £ Us ERLE W,
UR>TREHRE ¢ BB ESTMAMN MR, HHPE Us %
JERRERPE, B8 1.2 HulAitER PE Us T ¢ R
%% A Us, ) A EEL AR AL, B E R P Us RER
RBEFRFZBRA f(Us, d) o B KB BRI RE 45 72 % 191 AL Bt 1)
PI5E Ko
42 EBIA p-REE T R RN

FURSAT 18 i . 44 % RN SRR -
B U, HE Us RERXRHER PR REESENT:

(DHTE & HIEER To RTFRER 6,5 o, BT AR
(Leaf), BT REARB T ERIER T HEEH A
(node),

()HE ¢ BIEEMR THE Us RERRRER L&
<U,UR>F,RA A EE LR 7 iE, WA QTF8, THE
REANMRFRERN Us WA TE, MF TP rEs
R R LS SORE TR REFRIC B R
L EB TR BRRCHAEPEEELST Us, M Us RYE
FR R PR, T Us FREFHER PR, BEEH,

(3)% threshold B RL B KRB S, WA f4E Us R
PR R AR, WA, BN (4),

(4) BIEHRBEIAPE Us KL 6 T st
Rs, RA 1.2 9560 Us—-Rs RERIEEEELTERPE Us XF ¢
RIRIEZHE AUs,d)o
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(585 AUs,¢) Sthreshold AL, W P58 Us R RBYHE
BAL,

5 BIREBIH

5 —AN R A SERIT . BUE AL BT SRR T BN
Rews, EALFEMELMRGSRE THREN AL Us
REHER TS R HRE, o] LIk ES 5HFTHE.

W5 M THRERIITESHAFLTARAS A
P R — 2R EERSH, B RN, B ABEAER
B, RESBIE [ o RL=\ML,L,M,H,VH) BRI fip, <P,
é,L>, P ¢=((manager II clerk ) II (accoutant I clerk ) ) ®
(cashier I1 clerk ) , 45 %€ P 88 £ (Alice, Carl}, {Alice, Peter) #l
{Bob, Carl}, ER AWM KU F 4R BUR HARA X8
HREAE SRR T

(DRERE

UR={( Alice,manager) , (Tom,accountant ), ( Peter, cashier),
(Carl, cashier), (Alice,Clerk), (Bob,Clerk), (Peter,Clerk), (Carl,
Clerk ), (Tom, Clerk ), *++}

Q)R PRGN

R,, (Alice, manager)=(0.6,0.2,0.2,0,0)

Ry, (Tom,accountant )=(0.2,0.7,0.1,0,0)

R, (Peter, cashier)=(0.1,0.2,0.7,0,0)

R,, (Carl, cashier)=(0.1,0.2,0.5,0.2,0)

R, (Alice,clerk)=(0.8,0.2,0,0,0)

R, (Bob, clerk )=(0.75,0.25,0,0,0)

R, (Peter, clerk )=(0.5,0.3,0.2,0,0)

Ry, (Carl, clerk)=(0.7,0.2,0.1,0,0)

Ry, (Tom,clerk)=(0.8,0.2,0,0,0)

(3)F8 FURSAT R RIE LN HE BT

OBMQQAHRY &K, it ¢ MIEER T,

QLA P 4E Us=(Alice, Carl}, MIBHEH T H9M 5 STFE,
KA RS LA, YR BT R AR ¢ B8
FREXMH P Us PTE T8, HERCNE 2), SR
P P8 Alice, Carl), #iiZ FH o SER T i JE A 2B

{{Alice}, Carl}

/ ®\
{ALicel) 11 1

{{Carl}}
AL IS

{{Alicej} 1T I cashier  Clerk
/ \ O\ HCarl) {Alie}, (Cart)
Clerk Clerk
{{Alice}) {{Alice},{Carl})  {{Alice), {Carl}}
UR =((Alice, manager), (Carl,cashier), (Alice,
Clerk ), (Carl, Clerk )-++}
M2 FEEkW TR Us=(Alice, Carl) i H A L IR

QBT threshold % VH , N T—,

@F P48 Us=(Alice, Carl A0 J Fr AR 255 Ro=
{manager, cashier, clerk}, ¥ B F & R,, (Us ,manager) Ry, (Us,
cashier)R1 Ry, (Us , clerk), LK H F 5 H1 & R,, (Alice, manag-
er) R, (Carl, cashier) Ry, (Alice, clerk )l R, (Carl, clerk) it
)18 R,, (Us, manager)=R,, (Alice,manager),R,, (Us , cashier)=

R, (Carl, cashier), R,, (Us, cletk )=R,, (Alice,clerk)V Ry, (Carl,
clerk)=(0.73,0.18,0.09,0,0), 3 B FHUMIERE R:

R=(Ry, (Us,Manager) Ry, (Us, Cashier) Ry, (Us , Clerk)) =
R, (Us,Manager) | (060 020 020 0 0
Ry, (Us,Cashier) =[0.10 020 050 020
Ry, (Us,Clerk) 073 018 009 0 0O

BRAEEM w=(0.43,0.43,0.14), BARX () HETH
R, (Us,Rs)=W-R=(026,009,022,009,0), H—fL/5/8 R, (Us,
Rs)=(0.39,0.14,0.33,0.14,0), H4EFEM 1, 8T max(R,, (Us,
Rs))=039=u,, (Us,Rs), & A Us,Rs )=VL, B A {Alice,Carl}, )=V L,

Gf({Alice, Carl}, ¢ )=VL<L, #{Alice, Carl} R KK % 2 B
P,
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