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Abstract: Game theory is emerging as an important method to tackle the privacy problems. This paper surveys the theories, methods
and applications on how game theory is applied in privacy protection. Four representative types of problems are discussed and the game
based solutions are presented. Facing each problem, we focus on how to determine game players,how to choose strategies and what ac-
tion rules are set in each privacy problem. The methods of privacy quantification and Nash equilibrium calculation are also narrated.
Specially ,we discuss how the strategies of different users influence the protection solution, besides the traditional consideration of two
sides, user and adversary. We analyze the innate characters of each type of problem and the relationship with the corresponding game
model. Some detailed comparisons are also made about Nash Equilibrium solving in different privacy solutions. The challenges in ap-
plying game theory in privacy protection are presented,as well as some open problems. Finally, this paper discusses several future di-
rections in some emerging application areas,such as mobile computing,big data analytics and cloud storage applications.
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Fig.1 Location privacy protection framework
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Table 1 Privacy protection classification and game model
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