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Abstract—Wireless applications are taking an important
role in our lives. More and more merchants begin to provide
wireless connection so as to attract customers. For business
purpose, they often ask customers to provide their personal
information for using wireless, which may threat customer
privacy. So, it is desired to make a tradeoff between the
competitive profits of both service providers and user privacy.
In this paper, we introduce a privacy perceptive service
model based on game theory, which takes into account the
interests of all stakeholders. Considering the characteristics
of customer behavior in practice, we design the complete
information and sequential game. Users are allowed to
provide different levels of personal information as their
preferences, while a merchant assigns different wireless
bandwidth based on customer provided information. The
Nash Equilibriums are discussed so as to find the acceptable
strategy. Quantitative study is performed on the impact of
each parameter in the game, which could help merchants to
design appropriate policies.

Keywords—privacy, game theory, wireless connection

I. INTRODUCTION

With the widely adopted intelligent mobile devices,
wireless applications are more and more popular such
that people are used to accessing Internet everywhere.
Facing these requirements, merchants such as restaurants
and shops begin to provide wireless network access so
as to attract more guests. Since the adoption of wireless
facility increases the cost, merchants often ask guests
either to accept advertisements or to provide personal
information for further business promotion. For example,
some merchants ask a user to register on their web sites,
such as providing user name, gender, age, birthday and
etc., and then send a pin code for accessing wireless
network to user. By this way, they get users’ personal
information. This threats user privacy. Furthermore, if
a merchant requires much personal information for ac-
cessing wireless, guests may refuse to provide or even
choose not to come back again, which deviates from
merchant’s initial purpose. So it is important to choose
an appropriate strategy that benefits both guests and
merchants.

There are similar problems when a merchant launches

a new business model or a wireless application. With the
increasing fierce competition, more and more merchants
design and provide new services. To counteract the
cost of application facilities, merchants often ask guests
personal information for future business promotion. Jus-
tifying whether a wireless business model is appropriate
is necessary before we apply this model.

In the above scenario, merchant and users have d-
ifferent considerations. Service providers care about the
cost of wireless facilities, the benefits on attraction of user
being here and the usage of user personal information,
which decide whether to provide wireless connection
or how much the bandwidth they provide. From the
aspect of users, the considerations are the sensitivity of
personal information and the convenience of accessing
wireless, which together determine whether to provide
the required personal information for accessing wireless
network. So, it is a challenging problem to satisfy these
competitive requirements.

In this paper, we try to take into account all s-
tockholders benefits in an integrated strategy by game
theory. We consider the privacy protection in a concrete
wireless connection service scenario, where customers
and merchants are players with different considerations.
Compared to previous works in privacy protection, a dis-
tinct character of our method is introducing the win−win
idea. Merchants and guests are modeled as players and
their considerations are formalized as quantitative utility
functions. To well present the flexible service applica-
tions, an iterative game process is designed as sequential
strategies. Quantitative evaluation on equilibrium is per-
formed by simulation experiments and detailed analyses
is discussed on user choices under practical context.
Although it is based on the wireless applications, it can
also be applied to other similar business applications.

The rest of this paper is organized as follows.In sec-
tion II, we introduce the related work. Section III presents
the basic concepts and the game model. In section IV,
we present the first round game and the multiple round
game, and then analyze the Nash Equilibrium in differ-
ent situations. Synthesized experiments are performed in
Section V. Finally, section VI concludes the whole paper.Yuqing Sun*, corresponding author
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II. RELATED WORK

Recently, game theory is adopted more and more
frequently in privacy protection[2], [11],[12], [14]. It often
models privacy protection as a competitive process and
the purpose is to find out the Nash Equilibrium[3], [15],
[16]. To be fully defined, a game must specify the follow-
ing elements: the players, the strategy for each player,
and the payoff for each outcome[19]. The following are
representative methods.

The Stackelberg game model: Giuseppe et al.[1] s-
tudy that the information disclosure will bring damages
to customers and service providers. They propose a
damage-sharing strategy to protect customer privacy,
which makes service providers take some loss if user
privacy is clearly disclosed.

The auction game model: Bugatti et al.[4] adopt
auction theory to protect the user privacy in e-commerce
for the first time. They use the Victory auction game
model to find out the best service provider who requires
minimal privacy information. In that way, auction game
model creates a competitive context to the multiple ser-
vice providers, such that they can not obtain as much
information as their expectation.

The cooperation game model: In the context, if a
user prohibits everyone from accessing his own album
but his/her friends let them to access, user privacy can
easily leak. Akira et al.[10] give an overview of the
unexpected users information disclosure. They propose
three attacking scenarios which are revealing the hidden
friend-lists, posting messages, and exploiting sensitive
information. Finally, they discuss countermeasures in
terms of implementation and human behavior.

The two-player zero-sum game model: In an attack
scenario, a defender uses K-anonymity to hide a user
location. An attacker obtains defender information and
predicts his location. Grossklags et al.[13] present a two-
player zero-sum game to protect defender local infor-
mation from attackers. They present a unique mixed
strategy Nash equilibrium.

Although these work analyze and solve the issues of
privacy protection in social networks and e-commerce,
but they are not suitable for the assignment of wireless.
In this paper, we propose a privacy perceptive wireless
service game model to solve this problem.

III. THE PRIVACY PERCEPTIVE WIRELESS SERVICE
MODEL

A. Requirements Analysis

In this paper, we consider the scenario that only one
merchant provides wireless services and multiple users
require the wireless utility. There are four characteristics
of this application. The first is that user using wireless is a
continuous process. A user comes to a shop many times
and may want to access wireless more than once. The
second is privacy collection is progressive. If a user wants
to access the wireless, he/she must provide more and
higher level privacy if he/she does not provide enough

last time. The third is that the amount of collected
privacy should be limited. A merchant may ask for user
privacy in a gradual manner, but the total amount of
required information should be limited. The fourth is the
limitation of network bandwidth. If there are multiple
users in a shop, the bandwidth for each user is limited
also.

B. Basic Conception and Problem Definition

Definition 1 (Merchant). A merchant denotes a subject
in a system, who provides the wireless application.

Definition 2 (User). A user (also called customer) de-
notes a person who uses the wireless service in a system.
Let C denote the set of all users in a system.

Definition 3 (User Privacy). User privacy is a set of
user’s sensitive information denoted by Φ, such as name,
age, ID number, and so on.

Definition 4 (Privacy Classification). User privacy can
be classified into several non-intersect subsets, Φ =
{ρ1, · · · , ρn}, where n ∈ N+ denotes the number of
sensitivity levels in a system, ρi ∈ Φ, i ∈ [1..n] is the set
of privacy information in sensitivity level i. Each level
is associated with a score ci ∈ N+, i ∈ [1..n] to quantify
information sensitivity. For convenience, all ρi are ranged
according to their sensitivity levels. For 1 < i < j < n, the
information in ρi is less sensitive than the information in
ρj and ci < ci+1.

Actually, privacy sensitivity is a general classification
on how much a user cares about his/her privacy infor-
mation. According to the surveys [18][20], user privacy is
generally classified into three sensitivity levels: General,
Sensitive and Secret, whose sensitivities are in an as-
cending order. The information of General level often
includes character, interest, religion, etc. Sensitive infor-
mation often consists height, weight, family background
and so on. Secret is about the information that people
do not want to share, such as ID number, bank account,
etc.

Definition 5 (User Privacy Loss). Given a user u ∈ C,
a privacy information set ρi ∈ Φ, the user privacy
loss Pui ∈ R+ describes how much u considers the
importance of ρi.

It is easy to understand that for any user u ∈ C, the
higher the level of privacy, the higher user privacy loss
. Formally, for ρi, ρj ∈ Φ, i < j, Pui < Puj holds.

Definition 6 (Utility of Privacy Information). Given a
set of privacy information ρ ∈ Φ in a system with one
merchant, the utility of ρ ( Uρ ∈ R+) denotes how much
benefit this merchant can get from ρ .

Obviously, the higher the level of privacy, the more
utility. Formally, for ρi, ρj ∈ Φ, i < j, Uρi

< Uρj
holds.

Definition 7 ( Players ). The players are the people who
take part in a game. Let P denotes the set of players
in a system. In the game of wireless service model, the
players include both users and the merchant.
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TABLE I: The Utility Matrix
�����C

M
w1 w2 w3 R

A1 (Uw1 − Pu1, Uρ1 − Cw1 ) (Uw2 − Pu1, Uρ1 − Cw2 ) (Uw3 − Pu1, Uρ1 − Cw3 ) (−Pu1, Uρ1 )

A2 (Uw1 − Pu2, Uρ2 − Cw1 ) (Uw2 − Pu2, Uρ2 − Cw2 ) (Uw3 − Pu2, Uρ2 − Cw3 ) (−Pu2, Uρ2 )

A3 (Uw1
− Pu3, Uρ3

− Cw1
) (Uw2

− Pu3, Uρ3
− Cw2

) (Uw3
− Pu3, Uρ3

− Cw3
) (−Pu3, Uρ3

)

R (Uw1 ,−Cw1 ) (Uw2 ,−Cw2 ) (Uw3 ,−Cw3 ) (0, 0)

Definition 8 ( Player Strategy). Player strategy is a kind
of player behaviors. The set of strategies is a policy set.

Based on the above requirements, we propose a two-
player non-zero-sum game model. There are three parts:
players, strategies and equilibrium. Users and merchants
are modeled as players. Each player has its own strategy.
The strategy of a merchant includes four cases: not to
provide the wireless, providing a bandwidth W1 of wire-
less connection, providing a bandwidth W2 of wireless
connection, providing a bandwidth W3 of wireless con-
nection, denoted as Sm = {R,W1,W2,W3}. The strategy
of a user includes four parts: to reject to give his/her
different personal information, or to provide level 1,
2, 3 privacy information for accessing wireless. Let the
strategy of a user u denote as Sc = {R,A1, A2, A3}, where
Ai, i ∈ [1, 2, 3] means that a user gives his/her leveli
privacy to the merchant. Since different users care about
their sensitive information in different degree, they are
allowed to have different strategies. Further since the
sensitivity level of information is different, the strategy
on different information is different correspondingly.

The purpose of such game is to find the equilibrium
to make each player gain largest benefit.

Definition 9 (Privacy Release). Privacy release refers to
the sum of sensitivity scores of the information that a
specific user provide. Formally, for user u and his/her
released information set Iu, the privacy release is com-
puted as gu=

∑
ι∈Iu cι , where cι is the predicate to map

the information ι to its privacy sensitivity score.

Definition 10 (Upper Bound of Privacy Release). The
upper bound of privacy release gmax is the maximum
that a merchant may ask from a user.

For some user u ∈ C, if gu > gmax, u can get the
bandwidth for accessing wireless. Otherwise, u should
further provide privacy information and can get the
corresponding bandwidth of wireless. How to set gmax

is important. If a merchant sets gmax too high, any user
would not accept. If gmax is low, the merchant could not
get enough usable information.

Since the wireless bandwidth of a merchant is lim-
ited, more users using wireless can cause the network
speed lower. So we introduce the concept of minimum
bandwidth. In this game, we design the bandwidth as-
signments strategy as: in the same game, the more infor-
mation one provides, the larger bandwidth is assigned.
For example, if the basic bandwidth is w0, then w0, 2w0

and 3w0 are set for users who provide information of
level1, level2 and level3. So, given a set of users C and a
bandwidth W , the minimum bandwidth is computed as

w0 = W
3∗|C| . So the wireless usage problem is transformed

to determine how to assign bandwidth to each user.

C. Game Process

Based on the above analysis, we introduce the wire-
less utility game.

Definition 11 (The Wireless Utility Game). The wireless
utility game is defined as a tuple G = (P, S, U), where
P = C

⋃
M is the set of players, S is the set of player

strategies S = (Su
C , SM ), Su

C = {A1, A2, A3, R}, SM =
{W,R}. U = {U(c), U(M)} is the set of quantitative util-
ity on each strategy, where U(u ∈ C, s ∈ Su

C) = Uws
−Pus

denotes the utility customer u acquires after providing
the level s of privacy information, Uws denotes the user
benefit by using the wireless ws. U(M) = Uρs − Cws

is the utility of merchant after it obtains user’s privacy
information of level and ws is the cost of the provided
bandwidth. Cws

denotes the cost which merchant should
pay for providing wireless utility ws to a user.

The game process is as follows:

• Firstly, the merchant asks for a user privacy when
this user requires wireless connection.

• The user chooses either to provide the necessary
information or to abandon the wireless require-
ment based on his/her privacy preferences.

• If this user provides enough privacy information,
the merchant gives the bandwidth to this user.

• If this user next time requires this wireless con-
nection, he/she and merchant will begin the
subsequent game.

There are two key points in this model. One is how
to quantify the merchant utility and user privacy prefer-
ence. With the different strategy of users and merchant,
the utility matrix can be derived as TABLE I.

Another is how to find the Nash Equilibrium, name-
ly the optimal strategy combination. Nash Equilibri-
um[5],[6] is a solution concept of a non-cooperative game
involving two or more players, in which each player is
assumed to know the equilibrium strategies of the other
players, and no player would gain more by changing
his/her own strategy. We will discuss how to find the
Nash Equilibrium in the following sections.

IV. NASH EQUILIBRIUM ANALYSIS

In this section, we analyze the Nash Equilibrium in
different situations, the first-round game and subsequent
game.
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Fig. 1: Nash Equilibrium Analysis

A. The First-Round Game

The first-round game refers to the case where users
access wireless for the first time. We firstly analyze one
customer game. The following theorem determines all
Nash Equilibrium in the first game for a specific user.

Theorem 1 For a specific user u whose privacy pref-
erences {pu1, pu2, pu3} are given, there is a single pure
strategy Nash Equilibrium in his/her first game with the
merchant:

Su
C , SM =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(A1,W1) Uw1 − Pu1 = max

{Uw1
− Pu1, Uw2

− Pu2, Uw3
− Pu3}

∩Uw1
> Pu1

(A2,W2) Uw2 − Pu2 = max

{Uw1
− Pu1, Uw2

− Pu2, Uw3
− Pu3}

∩Uw2
> Pu2

(A3,W3) Uw3 − Pu3 = max

{Uw1
− Pu1, Uw2

− Pu2, Uw3
− Pu3}

∩Uw3
> Pu3

(R,R) (Uw3 < Pu1)

Proof: We prove this theorem by the dominated-
release method[7], which resides on two sides. Firstly,
U(c) and U(M) must be positive. Otherwise, either users
or the merchant will change their strategies.

Secondly, we remove the obvious dominated cases.
From the aspect of user, according to the definition of
privacy sensitivity, Pu1 < Pu2 < Pu3 holds. We first
analyze the first column. Uw1 − Pu1 < Uw1 − Pu2 <
Uw1

− Pu3 is a tautology. According to the first column
of the utility matrix, the first line dominates the oth-
er two lines. That is to say, (A1,W1) is the dominate
choice. Which means, for the same wireless utility, the
user would like to provide less privacy information.
Similarly, Uw2

− Pu1 < Uw2
− Pu2 < Uw2

− Pu3 and
Uw3

− Pu1 < Uw3
− Pu2 < Uw3

− Pu3 also hold. So we
have the same conclusions for the other two cases w2

and w3.

From the aspect of merchant, according to the def-
inition of wireless cost, Cw1 < Cw2 < Cw3 holds. So
Uρ1−Cw1 > Uρ1−Cw2 > Uρ1−Cw3 is a tautology. Accord-
ing to the first column of the utility matrix, the first row

dominates the other two lines. That is to say, (A1,W1) is
the dominate choice, which means, for the same benefit
on user information, the merchant would like to provide
less wireless utility such as the bandwidth and usage
time. Similarly, Uρ2

− Cw1
> Uρ2

− Cw2
> Uρ1

− Cw3
and

Uρ3
− Cw1

> Uρ3
− Cw2

> Uρ3
− Cw3

also hold. So we
have the same conclusions for the other two rows.

Thirdly, we discuss when the Nash Equilibrium is
achieved in different cases. Since users have different
privacy preferences and the merchant’s wireless cost and
utility are not fixed, we need to analyze how these
parameters influence the Nash Equilibrium in details.
Let’s have a look at the merchant first. We say that
Uρ1

− Cw1
= Uρ2

− Cw2
= Uρ3

− Cw3
should hold, which

is verified by the contradiction. Suppose Uρi
− Cwi

is
the smallest one of the three. In practice, a merchant
could not know the choices of users in advance. If all
users choose this wi wireless utility, the merchant would
benefit less than other menus. This deviates the merchant
initial purpose.

Then we discuss user parameter. If Uw1 − Pu1 =
max{Uw1 − Pu1, Uw2 − Pu2, Uw3 − Pu3} ∩ Uw1 > Pu1,
choosing the wireless utility w1 is the best choice since
a user can get the highest benefit. This is the first
case (A1, w1) of the Nash Equilibrium. We show this in
the Fig.1. Similarly, we can prove the other two cases
(A2,W2) and (A3,W3). For the third case (Uw3

< Pu1),
no matter the user choose strategy A1 or A2 or A3, U(c)
is always less than zero. Then, the user rejects giving
privacy information and the merchant rejects providing
wireless, so that the Nash Equilibrium is (R,R).

B. Subsequent Game

When a user reuses the merchant’s wireless, he/she
begins a subsequent game. This can be categorized into
the following three cases.

Case 1: If users only give level 1 privacy to the
merchant at the last round, users should provide level
2 or level 3 privacy to get the wireless. The utilities of
both users U(Cu) and the merchant U(M) are shown as
TABLE II. To be mentioned here, we only remains the
dominate strategy combinations and let w denote all the
cases of merchant providing wireless utility.

TABLE II: The Utility Matrix
�����C

M
W R

A2 (Uw1
− Pu2, Uρ2

− Cw1
) (−Pu2, Uρ2

)

A3 (Uw3 − Pu3, Uρ3 − Cw3 ) (−Pu3, Uρ3 )

R (Uwi
,−Cwi

) i ∈ 1, 2, 3 (0, 0)

Case 2: If the user has provided level 2 privacy to
merchant at last round game, the user needs to provide
level 3 privacy to get wireless. U(c) and U(M) are shown
as TABLE III

Case 3: If users have given level 3 privacy to the mer-
chant in the last round game, users access to bandwidth
by providing any level privacy.
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TABLE III: The Utility Matrix
�����C

M
W R

A3 (Uw3 − Pu3, Uρ3 − Cw3 ) (−Pu3, Uρ3 )

R (Uwi
,−Cwi

) i ∈ 1, 2, 3 (0, 0)

Considering the above three cases, if gu > gmax, this
user becomes a VIP in this shop, and obtains a new Nash
Equilibrium. U(c) and U(M) will change as TABLE IV

TABLE IV: The Utility Matrix
�����C

M
W

R (Uwi
,−Cwi

)

The new Nash Equilibrium is as follow:

Su
C , SM = (R,W )(

∑
gu > gmax) (1)

C. Multi players Game

Now, we will analyze multi players game (CZ game).
CZ game can be defined as the game which Z players
take part in at the same time. Since each player strategy is
independent to the group’s strategy, so the best response
of CZ game should be get by the sum of individual
optimal responses. This Nash Equilibrium can be defined
as Z Nash Equilibriums of the single player game:

SC , SM =
z∑

u=1

(Su
C , SM ) (2)

D. Discussion

In the above discussion, we argue that Uρ1 − Cw1 =
Uρ2 − Cw2 = Uρ3 − Cw3 should hold since a merchant
could not know the choices of users in advance. This is
applied to the case of initializing a new program, such
as providing wireless utility to users. After a period of
time, the merchant has collected a large amount of data
about user habits, which may include a large number
of users and many times usages for each user. So the
merchant can adjust his strategies according to user
choice distribution. For example, if most users choose
the second level of wireless utility by providing level 2
privacy, the merchant can ask for more information for
this kind of utility so as to acquire more utility, namely
increasing Uρ2

−Cw2
. This can benefit the merchant more

without reducing user benefits.

V. EXPERIMENTAL ANALYSIS

In order to analyze the practical application of the
game model, we perform both empirical investigations
and quantitative experiments. Aimed at the relevant
mobile application and the item of privacy, the ques-
tionnaire whereby we obtain necessary data consists of
four parts: individual data-age, the frequency of use of
wireless application protocol (WAP), tolerance to privacy
leakage, the willingness in some certain circumstances.

The respondents consist of university students, employ-
ees, civil servants and etc., who have professional back-
grounds and use mobile phones very frequently. Their
native places also gain diversity, for instance, Shandong,
Heilongjiang, Hebei, Guangdong, Yunnan, and Tianjin.
According to the statistics, we choose the corresponding
parameters to perform quantitative experiments on syn-
thesized data. In that way, merchant benefits and users’
selection will get to be studied respectively. In order to
conveniently perform quantitative experiments, we set
that the merchant provides wireless utility W0, 2W0, 3W0,
if a user gives level 1, 2, 3 privacy to merchant.

The experiment in this paper functions in Matlab and
is executed on a machine with 4G memory, Intel i5 CPU,
installed with 64-bit Windows system.

A. User privacy preference and Nash Equilibrium

We first analyze how user privacy preference setting
influences the Nash Equilibrium. The parameters are
that the total number of customers C = 40, the total
bandwidth W = 100, the online time T = 1(h), utility
of privacy information (U1 = 1, U2 = 2.2, U3 = 3.6),
which are summarized in TABLE V. Further, We ran-
domly generate 50 pairs of P1 < P2 < P3 from [0, 3].
Nash Equilibrium is computed according to the method
of Section IV. Through the simulation data, customer
strategy is broadly in line with the increase of the degree
of Pui and affected by bandwidth they get.

B. Utility of privacy information and utility of players

Then we analyze the impact of Uρi to the utility of a
user and merchant. We set W , T , P1 < P2 < P3 fixed as
TABLE V. Uρ2 is on behalf of Uρ1, Uρ2, Uρ3. If we choose
Uρ2, we consider that the customer gives level 2 privacy
to the merchant. In Fig.2, we get that the customer utility
U(c) is always 1.06 and merchants utility U(M) is always
zero, if Uρ2 < 1.66. If Uρ2 > 1.66, U(c) is zero, but U(M)
increases linearly.

TABLE V: Parameter Setting

C W T Uρ1 Uρ2 Uρ3 Pu1 Pu2 Pu3

40 100 1 1 2.2 3.6 0.1 0.6 1.5

C. Online time and players strategy

We consider the impact of T on the user and merchant
strategy. Firstly, we set other parameters fixed as TABLE
V. Secondly, we change T . The utility of the user and
merchant are shown as Fig.2. If T ∈ [0, 10/83], the user
benefit by using the wireless is less than privacy loss,
so the customer refuses to give the privacy information,
and U(c) and U(M) are zero. If T ∈ [10/83, 50/83], T ∈
(50/83, 90/83], or T ∈ (50/83,∞], the customer strategy
is A1, A2, A3. With T increasing, both U(c) and slope
of U(c) will increase. U(M) is a constant value, if T is
in the above intervals. So T influences customer strategy
which has indirect effects on U(M).
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(a)The influence of Uρ2 (b)The influence of T (c)The influence of W

Fig. 2: The utility of customer and merchant

D. The total bandwidth and players utility

Then we consider the impact of W on U(c) and
U(M). Firstly, we set other parameters fixed as TABLE
V. Secondly, we change W . U(c) and U(M), shown as
Fig.2. If W ∈ [0, 12], W ∈(12, 60], W ∈(60, 108], or W
∈ (108, 144], the customer’s strategy is R, A1, A2, A3.
With W increasing, the customer will give higher level
of privacy to the merchant, but U(M) will decrease if
W is in the above intervals. If bandwidth is greater than
144M/s, the merchant will no longer provide bandwidth,
because utility of privacy information is less than costs,
so the user utility is zero.

VI. CONCLUSION

In this paper, we introduce a privacy perceptive
service model based on game theory, which takes into
account the interests of all stakeholders. Considering
the characteristics of customer behavior in practice, we
design the complete information and sequential game.
Users are allowed to provide different levels of personal
information as their preferences, while a merchant as-
signs different wireless bandwidth based on information
provided by customers. The Nash Equilibriums is dis-
cussed so as to find the acceptable strategy. Quantitative
study is performed on the impact of each parameter
in the game, which could help merchants to design
appropriate policies.
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